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[0 Not a spike, but a transition to a new equilibrium
0 Other things being equal?

| Emel‘glng Fleld Information & Communication in Politics
O Independent Role of ICT [# Propaganda] R [©

0 Global Re-emergence (and Re-invention) of Censorship
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0 New types of Political o Actors: Platforms, Pirate Parties, Influencers

Policy

0 Agents: Bots (and Viruses), Trolls, Scams, APT groups
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m Starting Point
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0 Expectations: o Contentious Dynamics is determined

l%y geographic factors
opulation Allocation o Climate o Rough Terrain

0 Compare with: o Economic Growth
0 Unemployment o per capita Growth

O Findings: ¥l Comparable Effects with Economic Factors

M ICT indicators (networks, computers, cellphones,
information acce33|b|I|ty, internet traffic)
mattered even more!




Paths & Pathways

Political Power & Three
Information-Related Nodes

Infrastructure

Technology &
Transmission

Political Power
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Information Infrastructure

Echo of Freedom: How Independent Media

Contain Dissent

Fake Dissent

Sender Rally Receiver
[Autocract] [Citize n]
No

Wintrobe (1998), Egorov, Guriev, Sonin (2009), Edmond (2008, 2013), Kricheli, Livne & Magaloni (2011), Ho (2020),
King, Pan, Roberts (2013, 2016), Roberts (2018), Xu (2022)
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case?



Information Infrastructure

Echo of Freedom: How Independent Media

Contain Dissent
B Unique setting: Political Media with Economic Model

[0 Local franchises of radio station “Echo of Moscow”
0 “Can you hear this radio?”

B Outcomes: mass anti-government actions 2011-12, Russia, Cities

B Treatment: pro-government rallies
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Information Infrastructure

Echo of Freedom: How Independent Media

Contain Dissent
B Unique setting: Political Media with Economic Model
B Two types of locations with radio signal

W 273 cities / 72 stations
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Information Infrastructure

. How Independent Media N
Echo of Freedom: ;" 22002 =) =
"/
B Effect of a pro-government rally m Conditional on the exposure to the radio signal
: - e & % O Propensity Score Matching
N - O Kernel Balancing
)( =20 iy
25 ! % + T - O Synthetic Control
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Information Infrastructure

H Information Availability via ICT &
Newly Established Governments

Political Power
Obey Voluntarily
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1920 1940 1960 1980 2000 c\ci75. = Voice Call
g Al Call
E’ 501
m The Last Call for Authenticity: Al Voice Scams 3.
[0 Underestimated growing threat of voice synthesis 2
[0 Combo of qualitative and quantitative evidence for: s 2070 2075 2030 2035

The increasing asymmetry between the low cost of launching voice-based attacks and
the high cost of preventing them undermines trust in voice
as a credible communication channel.

[0 Human voice no longer functions as a reliable medium of authentication
[0 One of general interfaces mainly used by Al agents



Flexibility &
ustomization

1 Trolls as a Cyber Weapon .

Levels
Macro: Manipulate platform algorithms
Micro: Threaten users

Masked Engagement

Targets Hide Troll Identity

Content-makers, commentators, readers Mimic Regular Users
Politicians, activists, dissidents, supporters

Easy to Switch Tactics
Flooding, Threats, Distraction, Persuasion
Mix & Match




2 Evidence ww» Theory - Policy ?

Flood — - > |Jsers leave
Arguments — Online
. . Conversation :
Imitate Extremism — wy USETS switch

the topic

Disentangle? .
? Disentangle?



Data

TI’O|| FaCtory Data Leak 40000 + :Leakiib{iizt:i::nts
700 Leaked Accounts on LJ : |
4
201 4'1 5 _C:“ 30000 - :-' ‘e :
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Decreased intensity of communication [Translated from Russian]

Activist A ¢) LIVEJOURNAL

Putin annexed Crimea: What should we do? Apr 10, 2014 21:01
Russian President annexed Crimea out of a long-standing desire to resuscitate the Soviet empire, and he
may eventually go after the rest of Ukraine, as well as other countries in eastern Europe ( Read more... )
#Putin #Politics

LEAVE A COMMENT

Comments 142

kinofriend 20:49:23 UTC

His ambitions are too dangerous for Russia. What is next, war?
nep-glad 21:01:24 UTC

Agree. He'll get Russia into the new war

daslight 21:16:15 UTC

Probably he needs a war to distract the population

deputat 22:29:10 UTC

Looks like he sends military weapons to East Ukraine

yehu 22:32:10 UTC
Probably he wants a civil war in East Ukraine

Discussion ends here




Causal Inference Challenge
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Empirical Strategy

Observational Setting

DiD 60-

Matching

Control Conversation

High chance of attack

E Discuss the same topic
Time overlap

comments
=S
o

How?

Approximate DGP
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¢ FIND MORE¥Y SHOP LOGIN | JOIN .g. (EN) ¥ Q Balance

8e-08 1
nemtsov murder “ _ 6e-081
;@: 4e-08
About 143 results (0.15 seconds) Sort by: Relevance -~ ©
2e-08 1
_ ' . 0e+001_—* : , ,
On Murder of Boris Nemtsov: saradzhyan — LiveJournal 205909 1425700 1445109
https:/ _craconyalivejournal.com/50721.htm 0.5 Start of the discussion: Timestamp
|Feb 27, 2015|... Any murder is a crime and a tragedy, 0'20
but if it turns out that Boris Nemtsov has been killed for his '
. : . : >0.15
political views, then it is also a very serious ... Attacked %
£0.10
0.05-
The fear/hatred that kills: talk_politics — LiveJournal 0.00-
https:/, ... livejournal.com/1960499.htm 0 10 20 30
Posts: C ts within the 1st h
. :“|Feb 27, 2015].. If you're an opposition politician whose open 05 ~omments WThih e 1= o
agenda is to remove Putin from power, after Nemtsov's murder
you should be extremely careful, ... Control 1.0
Putinumer?: psychohist — LiveJournal ©05
https:/'. ., ..ciu=_livejournal.com/76845.htm
0.0
Feb 27, 2015 ... If the hardliners had murdered Nemtsov and B Ry 5

Putin in preparation for a ... Putin being assassinated in retaliation Posts: Intensity of the dominant topic (log)

for the Nemtsov murder would ... -
group |:| Attacked posts | | Control posts




Outcomes of Interest

Structural Outcomes _ Tnitialpost N
. ser : omment atched control post

IntenSIty: Comments & Threads User2 1:14 + Comment 2 User A 1:01 Confment 1

Engagement: Users & Replies User1 1:18 Comment 3 User B 1:19 + Comment 2
User3 1:19 Comment4 User A 1:21 Comment 3
Troll1l +25 Comment5s UserC 1:30 Comment 4
User2 1:30 Comment6 User A 1:32 + Comment5
Troll2 137 Cemment7 UserB 1:42 Comment6

Co nte nt O Utcomes User1l 1:39 Comment8 User C 1:55 + Comment 7

Sensetive Topics User3 1:41 + Comment9

Political Opposition, Economy User2 1:43 ++ Comment 10

in Crisis, War in Ukraine User4 1:45 ++++ Comment 11

Agenda Promotion

NATO Aggresion
Putin’s Foreign Policy Success

Yi: = a + BAttacked; + v Period; + 0 Attacked;Period; + €



Results—1: Structural Outcomes

(1) (2) 3) (4) (5) (6) (7) (8)
Comments Unique users Replies Threads

Attacked discussionsx Time -26.01*** -21.89*** -6.57*** -495** -20.15*** -17.64*** -12.90*** =] 175"

0.61) (2190 (015 (0.70) (042)  (1.58)  (0.37) (1.10)
Time: Post-Treatment 5.71** -10.72** -395** 585" D67 J377™ -0.29 -1.83***

(0.44) (1.50) (0.11) (0.47) (0.30) (0.98) (0.27) (0.64)
Attacked discussions 253" <5262 432" 437 250™ -1.17 4.51™ -0.13

(0.411) (1.47) (0.10) (0.54) (0.28) (1.00) (0.25) (0.75)
Constant 957" 17.45*** 21.91™* 10.68***

(0.29) (0.07) (0.20) (0.18)
Author Fixed Effects v’ v’ v v’
Clustered Standard Errors v v’ v o
Observations 510,935 510,935 510,395 510,935 510,395 510,935 510,395 510,935
R? 0.02 0.15 0.04 0.28 0.01 0.14 0.01 0.08

Note: In models (2), (4), (6), (8) standard errors are clustered by authors of the initial posts. **p < .01, *p < .05, *p < .1.



Results—-2: Content Outcomes

(1) (2) 3) (4) (5) (6)

(7) (8) 9) (10)

Politically sensitive topics

Pro-government topics

Ukraine History Opposition National economy Putin’s politics

Attacked discussions xTime -0.12*** -0.11*** -0.21** -0.18*** -0.10*** -0.09*** -0.10*** -0.09*** 0.02*** 0.01

(0.01) (0.01) (0.00) (0.01) (0.00) (0.01) (0.00) (0.01) (0.00) (0.01)
Time: Post-Treatment -0.01**  -0.02*** -0.06*** -0.09** -0.03*** -0.04*** -0.01** -0.02*** 0.04*** 0.05***

(0.00) (0.00) (0.00) (0.01) (0.00) (0.01) (0.00) (0.00) (0.00) (0.01)
Attacked discussions 0.08* 0o 12 A 0.01* -0.03**  0.07*** 0.05*  -0.02*** 0.00

(0.00) (0.01) (0.00) (0.01) (0.00) (0.01) (0.00) (0.02) (0.00) (0.01)
Constant -3.62*** LAY -3.01*** =3.347*+* -3.40***

(0.00) (0.00) (0.00) (0.00) (0.00)
Author Fixed Effects v v v v v
Clustered Standard Errors v’ v v v’ v/
Observations 510,935 510,935 510,395 510,935 510,395 510935 510,395 510,935 510,935 510,935
R? 0.02 0.15 0.04 0.28 0.01 0.14 0.01 0.08 0.01 0.06

Note: In models (2),(4),(6),(8),(10) standard errors are clustered by authors of the initial posts. ***p < .01, *p < .05, *p < .1.

Cases with largest effects when trolls refer to their personal experiences



Paths & Pathways _

Content Generation

B How Reliable is Protest Data
in Solving Collective Problem?

Political Power

Obey Voluntarily

Perception
Sensors-&

S &
\rmj

] Information Cascades |L.ohmann, 1994, Kuran, 1995, Chwe. 2001

O US Women’s Marches 2017
protest size variation from news and social media is trustworthy
when validated against location data

Twitter: Images Accounts 1.00+
0.75 1
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Q 0 0.50
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N
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& 0.25-
o e
o
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© 0.00
-2 1 0 1 2 3
Z-score
— Cell Phone Z-score CCC: News Twitter: Images Faces

-+ Twitter: Images Accounts Twitter: Text Accounts



Paths & Pathways

Perception of Information
m Stress as a political factor

m Trial By Fire: wp (2014) B
Stress Amplifies Electoral Gratitude for the Authorities

m Stress & Political Order in Afghanistan PLoS Mental Health (2025)
Gender, Stress, & Political Order in Afghanistan Societies (2025

0 Men ~ State O Women ~ Men + State

O Can systematic stresses be used as a mean inside power relations?
O Can we check it cross-nationally? (mental health statistics)

0 Challenge: Underreporting 0 Google Trends Data || | oo putocracies (4
O Intermediate findings: | e |
1 Covid-19 shifted the global attention from severe : - ;

mental health disorders to milder diagnoses jjww//g

2 Democracies VS Autocracies |

! 1
2012 2014 2016 2018 2020 2022 2024 2012 2014 2016 2018 2020 2022 2024



Research Agenda

m Legitimacy in Recognition Hypotheses

[ Informational environments constitute a separate
source of authority

[1 Cannot be reduced to Weber’s Triad Weber 1919

Infrastructure

Technology &
Transmission

O Al-Voice Scams (25)

O Independent Radio
Stations (UR)

O Political Instabilit?/ &
Information Technology (‘19)

Political Power
0O Online Trolls (UR) Obey Voluntarily

O Trial By Fire (‘14)

O Stress and Political Order in Afghanistan (‘25)
O Gender, Stress and Political Order ('25)

Content

Type & Style of O US Women’s Marches (20)

Interaction

O Covid-19 &

Behavioral Disorders (early) Perception
Sensors &

Stresses




|mp|ications Vulnerabilities?
Cybersecurity & Labor Markets
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Implications
Cybersecurity & Labor Markets
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