
Galley Proof 12/06/2018; 15:25 File: jem–1-jem450.tex; BOKCTP/xhs p. 1

Journal of Economic and Social Measurement -1 (2018) 1–25 1
DOI 10.3233/JEM-180450
IOS Press

Measuring the economic effects of data breaches on firm1

outcomes: Challenges and opportunities2

Christos Makridisa and Benjamin Deanb,∗3
aDepartment of Economics and Department of Management Science and Engineering, Huang4

Engineering Center, Stanford, CA, USA5
bColumbia University, New York, NY, USA6

We introduce a new dataset that links publicly reported data breaches and financial outcomes at the7

firm-level. First, we document three new facts about the incidence of data breaches: (i) heavy skewness8

in the distribution of the scale of data breaches, (ii) heterogeneity in records breached by sector, and9

(iii) differences in records breached between publicly traded and private firms. Second, while we find10

some evidence, using cross-sectional variation and controlling for time-varying observable firm inputs,11

that a 10% rise in breaches is associated with approximately a 0.2% decline in firm productivity, the12

result is sensitive to different specifications and datasets. Third, we show that the absence of more reliable13

estimates is driven by non-classical measurement error arising from sample selection problems in publicly14

reported breach data. We conclude by discussing the importance of developing reliable measurement15

approaches for answering policy questions in cyber security.16
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1. Introduction20

The loss of industrial information and intellectual property through cyber espi-21

onage constitutes the “greatest transfer of wealth in history.” – General Keith22

Alexander.23

Measurement is the first step that leads to control and eventually to improvement.24

If you can’t measure something, you can’t understand it. If you can’t understand25

it, you can’t control it. If you can’t control it, you can’t improve it. – H. James26

Harrington27

Cyber security has become a pressing issue in the wake of several large-scale and28

high-profile data breaches in recent years. Historically, attacks were driven by finan-29

cial gain, but attacks are increasingly motivated by espionage, whether for state or30
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Fig. 1. Index of cyber security vulnerabilities, 2011–2014. Source: Index of cyber security. The cyber
security index is a sentiment-based measure of the risk to infrastructure from perceived cyber security
threats (http://www.cybersecurityindex.org/). The survey is administered monthly to a cross-section of
industry, government, and academic participants, and includes questions over threat levels from prospec-
tive attackers (e.g., groups), weapons (e.g., malware), targets (e.g., infrastructure), defense, and public
perception.

commercial purposes.1 The changing nature of these attacks has generated signif-31

icant concern from corporate decision-makers and policymakers. One of the most32

concerning elements in this landscape arises from the fact that many system vulner-33

abilities and their magnitudes are not known, making it tough for researchers and34

policymakers to bound the range of possible outcomes. For example, using an in-35

dex that gauges known and unknown vulnerabilities, Fig. 1 displays more than a36

doubling simply between 2011 and 2014, consistent with increasing concerns about37

cyber threats in the press [1].38

Despite the increasing importance of cyber security, little is known about its ef-39

fects on firm-level investment and other economic outcomes. Part of the challenge40

is driven by the fact that there is no ready-to-use database containing both financial41

firm-level outcomes and cyber security information to estimate statistical models or42

calibrate computational models. Unfortunately, the lack of information has made it43

difficult for corporate and governmental decision-makers to determine the optimal44

allocation of both private and public funds towards cyber security or public policies45

that might bring benefits that are consummate with costs.46

We document and characterize two major empirical challenges to statistical in-47

ference within the realm of the economics of cyber security at the firm-level. The48

first challenge is unobserved firm heterogeneity. On one hand, larger and more pro-49

ductive companies might be more likely to be targets of cyber security incidents50

because attackers have more to gain through a successful attack. On the other hand,51

1See Verizon’s Data Breach Investigations Report (http://www.verizonenterprise.com/DBIR/2014/
reports/rp_Verizon-DBIR-2014_en_xg.pdf).
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larger and more productive companies may also tend to have better cyber security52

since they have more sophisticated risk management and larger information technol-53

ogy budgets, which are likely inputs towards information security. The magnitude54

of these two competing channels will determine the direction of the bias. The sec-55

ond challenge is sample selection. If not all cyber security incidents (including data56

breaches) are reported, and firms are less likely to report incidents during quarters57

or years when their profits and productivity are lower, then estimates of impacts of58

incidents will be biased towards zero.59

The primary contribution of this paper is to bring new evidence to bear on the60

economics of cyber security by producing and analyzing the first panel database61

containing cyber and financial outcomes at the firm-level. Our study combines data62

on publicly traded firms from the available public data breach incident databases:63

the Privacy Rights Clearinghouse (PRC) and the US Department of Health and Hu-64

man Services (HHS).2 In each of these databases, we identify publicly-traded firms65

and match them with their publicly available financial statements accessible through66

Compustat. Our main solution to unobserved firm heterogeneity is the inclusion of67

relevant financial variables (e.g., number of employees), which proxies for firm-68

specific characteristics that are correlated with unobserved productivity both in the69

cross-section and over time. We also present results using a fixed effects estimator,70

which removes time-invariant sources of variation across firms by exploiting only the71

within-firm changes in firm and information security outcomes. For all of our statis-72

tical analysis, we use Stata and its accompanying packages for regression analysis73

and basic descriptive characterizations.74

Using cross-sectional variation, some of our estimates point towards a negative as-75

sociation between breaches and firm outcomes. For example, we find that a 10% rise76

in records breached is associated with a 0.2% decline in firm productivity and a 1.1%77

decline when we focus on the set of breaches due to thefts in the HHS data. These es-78

timates are identified off of variation conditional on time-varying firm inputs, such as79

employment or capital. However, our sample sizes are small, meaning that standard80

assumptions needed for interpreting our estimates from a causal standpoint do not81

readily apply. We also show that adding panel information from PRC/HHS does not82

add any predictive information and, in fact, amplifies the selection problem that is83

already inherent in the data. While the HHS data is marginally more reliable because84

of the sector’s regulations for reporting breaches of proprietary patient information, it85

too is constrained in predictive power due to its sample size and possible selection.386

Our paper is closely related with a broader strain of research on the economics of87

privacy and information security [2,3]. While there are a number of event studies that88

examine the behavior of stock prices following a cyber security breach at a company,89

2We also experimented with the VERIS Community Database, but it did not add any predictive power
to our analysis. We, therefore, omit it for simplicity.

3http://www.forbes.com/sites/stevemorgan/2016/05/13/list-of-the-5-most-cyber-attacked-industries/#2
e911fca3954.
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these studies have produced conflicting results, as we will discuss in the next section.90

There are at least two reasons. First, there is incredible heterogeneity in the type of91

information that might be released in a breach. For example, the release of private92

consumer records, such as in the case of Equifax [4], is likely to undermine consumer93

trust, whereas malware attacks for manufacturing companies is more likely to reduce94

cash flow (rather than consumer trust) because of the nature of their products and95

services.4 The effects of different types of attacks may take longer to materialize96

for companies that rely more on intangible capital as a competitive advantage in97

the marketplace. Second, while many breaches take place without firm knowledge,98

reflected in the large uncertainty about firm vulnerabilities in Fig. 1, those firms99

that do detect incidents may not have an incentive to report the full magnitude of100

a breach, as was seen in the case of Yahoo [5]. Our study comes at an especially101

important time as policymakers and governments are debating changes to the legal102

framework surrounding the reporting of breach incidents [6].103

2. Literature review104

2.1. Economics of cyber security105

Information technology has fueled economic growth over the past three decades106

across industries [7], firms [8,9], and individuals [10]. While information technology107

(IT) has helped promote global integration [11], greater firm-level innovation, [12],108

increased product variety [13], and lower costs of doing routine tasks [14], informa-109

tion security (or ‘cyber security’) has lagged. Many systemic vulnerabilities within110

infrastructure, logical, and software layers create risks for firms and individuals who111

use and rely on these technologies.112

Unfortunately, there is little empirical content to ground sensible cyber security113

decision-making in the public and private sectors. While there is some evidence of114

a negative effect of breaches on firm outcomes, research thus far has produced am-115

biguous conclusions. Part of the reason for this ambiguity is due to the nature of the116

heavy-tailed distribution of data breaches (e.g. number of records affected), which117

reduces the reliability of least squares estimators since they focus only on the con-118

ditional mean, but, more importantly, a bigger gap is simply that there is also no119

available linked financial and cyber security outcome data for conducting causal in-120

ference.121

Nonetheless, many event studies have emerged, estimating the impact of data122

breaches on stock prices within narrow windows. For example, a literature review123

of 45 studies found that roughly a quarter of the studies do not find a statistically124

4Equifax has, since then, launched a “free-for-life” service that offers consumers the ability to lock and
unlock their Equifax credit report as an attempt to rebuild consumer trust (https://www.equifaxsecurity
2017.com/2018/01/31/equifax-launches-lock-alert/).
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significant association between breach incidents and stock prices [15]. Even among125

those studies that do find a negative association, there is wide dispersion in their esti-126

mated conditional correlations between breaches and stock prices. One reason is the127

fact that the type of information accessed in a breach may vary across companies. For128

example, some have found a statistically significant adverse effect among breaches129

involving unauthorized and confidential data, but no effect among data that is not130

confidential [16]. Another reason is that stock prices might not fully capitalize the131

risk inherent in cyber security breaches. For example, others have found that, while132

stock prices decline following an announcement of a breach, they tend to recover133

almost to trend after two days [17]. Moreover, there is also evidence that breached134

companies face a 1.13% lower stock return the first three days following the breach,135

but the stock rebounds by the 14th day [18].5136

Other research has focused on changes in the frequency and distribution of cyber137

security incidents over time. For example, while several event studies reveal a neg-138

ative association between stock prices and breaches, it is possible that the negative139

correlation is spuriously driven by a decline in the costs, or at least perception of140

risk among investors, over time [19]. For example, information security has become141

a major concern among chief executives, leading to expanded data security budgets.142

However, others have found that neither the severity nor frequency of data breaches143

has increased over the past decade [20]. Instead, those incidences that have attracted144

attention can be explained by the heavy-tailed statistical distributions underlying the145

specific incident [21]. Another study found that there is a stable power-law tail dis-146

tribution of personal identity losses per information security incident [22].147

An implication of a heavy-tailed statistical distribution is that the empirically ob-148

served incidents only represent a sub-set of all possible incidents, which makes it149

harder to recover causal effects in small samples. Consistent with the view that the150

impacts of breaches have heavy tails, some have found that the median cost of data151

breaches was substantially below the mean and, moreover, represented only 0.4% of152

the estimated annual revenues of the companies in the sample [23]. If the majority of153

incidents fall beneath this threshold, as the literature would suggest, then inferences154

drawn from the data provide a limited view of the true cost of data breaches.155

Data linking certain categories of breach, their root causes and subsequent finan-156

cial/economic impact on a business may assist in better cyber risk management.157

Some survey evidence exists accounting the cyber security incident and cost data that158

are more easily collected than others, how policymakers might improve data access,159

why previous policy-based efforts to do so have largely failed, and what differential160

ignorance implies for cyber security policy and investment in cyber defenses and161

5When the financial cost from data breaches are deemed ‘material’, publicly-listed companies report
these costs in their quarterly financial filings to the U.S. Securities and Exchange Commission. Such past
incidents have typically resulted in costs that equate to a small fraction of annual revenues (< 1%), which
could indicate that the direct costs of even these large-scale incidents are relatively small; see https://the
conversation.com/why-companies-have-little-incentive-to-invest-in-cybersecurity-37570.
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mitigation [24]. This paper attempts to contribute to this growing understanding of162

what data could be collected, how, and what the limitations of such data collection163

may be.164

While these event studies make important strides in identifying the presence (or165

lack thereof) of short-run financial effects on firms, they do not focus on long-run166

and dynamic considerations. Our study takes a step back by creating a firm-level167

database containing both data breaches and financial outcomes, and examining their168

conditional correlations. As we will discuss shortly, our primary aim is to character-169

ize the data and illustrate several fundamental weaknesses that undermine the ability170

to use these publicly available datasets on breaches for causal inference. Unfortu-171

nately, the importance of privacy in cyber security is receiving heightened attention172

and scrutiny, which makes storing and securing data on breaches more costly and173

challenging for empirical analysis [25]. Understanding whether the increasing at-174

tention towards cyber security is a function of the salience versus substance is an175

important issue for disciplining regulation and policy.176

2.2. Methods for estimating costs177

The prevailing approach for estimating the costs of cyber security incidents is to178

gather estimated costs and number of breaches from a cross-section of companies.179

Many of these analyses are implemented using either qualitative surveys (e.g. those180

conducted by the Ponemon Institute) or self-reported incidence reports. The survey181

responses provide information on the estimated total breach damage and the num-182

ber of records breached such that the cost per record is obtained by taking the ratio183

between the two. Some of the subjective elicitation studies (e.g., [26]) have been184

criticized (e.g., [27]), obtaining $201 per record breached cost from the full sample.185

Comparisons between studies have largely relied on simple measures of R-squared186

to determine the quality of model fit and superiority [27]. Other research suggests187

that information security countermeasures might be most cost-effective with an ap-188

proximate 17–21% return on investment [28].189

These surveys are useful heuristics, and the efforts are laudable, but serious im-190

provements are required to undertake robust econometric analyses relating to infor-191

mation security. The relationships are not micro-founded in any theories about or-192

ganizational dynamics, nor are the implied cost estimates grounded in statistical in-193

ference. By averaging highly heterogeneous breaches and estimated costs together,194

these studies are challenged by fundamental identification problems arising from195

omitted variables bias. Specifically, these approaches fail to not only control for time-196

invariant sources of heterogeneity across companies, but also basic time-varying dif-197

ferences, such as employment and assets, that are correlated with the timing of data198

breaches and broader organizational decisions.199

Deferring to simple measures of overall fit from the R-squared in order to evalu-200

ate the quality of the model is not a fruitful endeavor for at least two reasons. First,201

to the extent existing datasets do not contain a representative sample of data breach202
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incidents, but are rather a selected subset due to perverse incentives for companies203

to report data breaches, then metrics of model fit do not have their standard inter-204

pretation [29]. Second, given that there are significant cross-sectional differences in205

productivity in even narrowly defined industries [30,31], and there is still an active206

economics literature on the underlying sources that explain the dispersion of produc-207

tivity across firms [32], reliably predicting idiosyncratic data breaches out of sample208

is an even more challenging endeavor.209

Many studies use self-reported surveys and suffer from a variety of sampling and210

methodological problems [33]. For instance, self-reported incident reports are pro-211

duced annually by the Federal Bureau of Investigation’s Internet Crime Complaint212

Center. These reports provide information on the number of incidents of various213

forms of Internet-related crimes, the demographics of those who reported being vic-214

tim of an Internet-related crime and the losses due to the crime as reported by the215

person or company in question. There are many short-comings of the methodology216

used in these reports. Since only the companies or people who report the crime are217

included in the sample, then differences between the sample and population can bias218

out-of-sample extrapolations and aggregation exercises. Moreover, the method for219

estimating the losses incurred by each person or company are not provided, and220

likely differ across the reporting companies, again leading to unreliable total loss221

estimates [34].222

Other studies use an accounting approach to measure the economic costs of secu-223

rity incidents. They assign values to particular activities affected by the breach and224

publicly report the aggregate quantities [35]. The wide variance of the estimates of225

the global cost of cyber-crime in these studies points to the inaccuracy of the methods226

used to make the estimates. One commonly cited paper by national security leaders227

claims global costs amounting to $445 billion while another, previously cited by the228

President of the United States, suggests over $1 trillion [36,37]. In addition to the229

sample selection problems we pointed out above, these accounting exercises repre-230

sent more about the “engineering costs” rather than the “economic costs”. In reality,231

there are many unobserved factors and frictions that are not taken into account absent232

a model that describes the relevant economic forces.6233

3. Measurement and institutional context234

3.1. Data sources and software235

We use a combination of the Privacy Rights Clearinghouse (PRC) and the U.S.236

Department of Health and Human Services (HHS) databases of cyber security data237

6Engineering costs estimates have led to wildly different conclusions than economic estimates in the
environmental economics literature, for example [38].
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breach incidents. These datasets document the incidence of cyber security data238

breaches based on geographic location and organizational entity. We extracted all239

relevant variables and manually created common identifiers for publicly-listed firms240

in these datasets with their publicly-available financials through Wharton’s Data Re-241

search Services Compustat (“Compustat”). In addition to providing measures of em-242

ployment, capital, and revenue, among other financial outcomes, we also use Com-243

pustat to recover a time-varying measure of firm productivity by taking the residual244

from a regression of logged revenues on logged employment, capital, and materials.7245

The PRC is compiled by a nonprofit corporation and contains records of breaches246

starting from 2005 with 5,391 separate breach incidents as of March 2017. The U.S.247

Department of Heath and Human Services catalogs all notifications of breaches of248

unsecured protected health information for incidents affecting 500 or more individ-249

uals. While the database contains 1,561 unique entries as of July 2016, only 87 are250

breaches for publicly traded companies that we are able to match. Though these251

datasets are the most extensive publicly available data, they cover only a small frac-252

tion of total information security incidents.8253

For the PRC, we observe the name of the company breached, the date that the254

breach was made public, the total records stolen, the ascribed cause of the breach255

(one of eight categories: unintended disclosure, hacking or malware, payment card256

fraud, insider, physical loss, portable device, stationary device, unknown or other)257

and the firm’s industry (one of seven categories: nonprofit, healthcare and medi-258

cal providers, government and military, educational institutions, businesses – retail/259

merchant, businesses – financial and insurance services, businesses – other).9260

For the HHS dataset, we observe the name of the breached entity, breach submis-261

sion date, the number of affected individuals, the type of breach (hacking/IT incident,262

improper disposal, loss, theft, unauthorized access/disclosure, unknown or other), the263

location of the breach (desktop computer, electronic medical record, email, laptop,264

network server, other portable electronic device, paper/films, or other), the type of265

covered entity (health plan, heath care clearing house or healthcare provider), the266

state in which the entity is located, whether a business associate was present, and a267

description of each incident. The HHS data offer an improved probability of detect-268

ing potential relationships, relative PRC, since the reporting is arguably cleaner and269

contains less measurement error. The healthcare sector has largely modernized and270

7While there are many ways to compute measures of productivity, this specification assumes a Cobb-
Douglas production function among the three inputs, taking the residual as unexplained variation in rev-
enue based on the inputs. There are other more recent approaches [39], but for the sake of simplicity we
defer to the more transparent method.

8There are not many studies that take a case-study approach, but there is some evidence from one study
with detailed micro-data at a single firm that the number of cyber incidents is far larger than typically
reported, containing over 60,000 cyber security entries in their company alone [21].

9There are a few entries that include multiple firms, which we omit from the analysis since there is no
way to reasonably infer the fraction of the reported total accounts breached that correspond to each of the
included firms.
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the publicly traded companies in our data generally have integrated technology into271

their services, providing fewer opportunities for mis-reporting. The healthcare sector272

has also been a major target of data breaches in recent years.10
273

While the PRC data contain many records for government departments and edu-274

cational institutions, we restrict our sample to publicly listed companies so that we275

can link them with financial records from Compustat – between 2005 and 2016 for276

the PRC and between 2010 and 2016 for the HHS. Our Compustat sample contains277

publicly traded firms with non-zero employees and non-missing data on the number278

of employees, value of the capital stock, materials, and revenues at an annual fre-279

quency. We also hand-code each company with a unique identifier between the PRC/280

HHS and Compustat databases. These constraints produce a sample of roughly 475281

unique firm observations in the PRC. Throughout our descriptive statistics and ordi-282

nary least squares (OLS) regression analysis, we use Stata MP 15.0 [40] on an283

Intel(R) Core(TM) i5-3230M CPU @ 2.60 GHz, 2601 Mhz, 2 cores, and 4 logical284

processors with 8 GB of memory on Windows 10.285

A final distinction that is important to point out is that there are many years that a286

company may not be observed in either database even if they are observed once. For287

example, a firm might incur a breach that is publicly reported in 2012, but they are288

not observed in 2010 in the cyber databases. Does this mean that they had no cyber289

incidents in 2010? Or, does it mean that they did not have a large enough incident that290

led to public recognition? There is a potentially major selection problem here – years291

a firm is not observed might not be “true” zeros in the sense that they had breaches292

that were simply not reported. We examine the following later, but note that setting293

values of breaches when the company is not observed in PRC/HHS to zero is not294

valid given the presence of non-random reporting of breaches.295

3.2. Cross-sectional comparison with Compustat296

We now turn towards a comparison between both the PRC/HHS datasets and Com-297

pustat to better understand the type of firms that we are capturing. Figure 2 plots the298

distribution of records affected in breaches (in logarithms of thousands of affected299

records) between firms that we are able to match between the Department of Health300

and Human Services (HHS) data and Compustat with those firms that are only in the301

HHS data. We also plot the distributions of logged records breached separately based302

on the type of breach: all companies, a breach against a business associate, a breach303

against a health plan, and a breach against a healthcare provider. In other words, we304

plot the distribution of records breached for all companies observed in the HHS data305

with those that match into the set of publicly traded companies through Compustat.306

The data points towards three facts. First, Compustat firms have many more307

records affected per breach, on average, than their non-Compustat counterparts. For308

10http://www.eweek.com/small-business/health-care-it-security-challenged-by-phishing-attacks.html.
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Fig. 2. Distribution of breaches, (non) Compustat and non-Compustat healthcare firms. Sources: Depart-
ment of Health and Human Services, 2010–2016. The figure plots the logged number of records breached
(in thousands) between firms that are covered by Compustat (i.e., publicly traded firms) and firms that are
not covered in Compustat (i.e., private organizations in HHS). The distributions are partitioned into four
categories: the pooled sample, breaches where an business associate is hit, breaches where the health plan
is hit, and breaches where the healthcare provider is hit. The figure documents big differences in the mean
and standard deviation of breaches within firms covered by Compustat, relative to those only in the HHS
data, which reflects the fact that many private healthcare companies are smaller practices.

example, pooling all types of breaches together, Compustat firms have, on average,309

716,515 records breached over the observed time series, whereas non-Compustat310

firms have 47,033 records breached – approximately 6% as large as their counter-311

parts. Second, the bulk of the records breached are those involving health plans,312

rather than business associates or healthcare providers. For example, Compustat313

firms have, on average, over 2.4 million records breached. One reason for some314

of these stark differences is the fact that the median healthcare company is actu-315

ally quite small – for example, there are many health facilities with just a few doc-316

tors. Third, publicly traded companies display considerably more dispersion in their317

records breached. For example, the standard deviation for the non-Compustat sample318

is 440,461, whereas it is 6,876,867 – over 15 times as large.319

We also implement a similar exercise for firms in the PRC dataset separately by320

major industry, which is documented in Fig. 3. We again find significant differences321

in the mean number of records breached covered in the Compustat versus PRC-322

only samples. For example, in the pooled sample, we find an average (standard de-323

viation) of 1,442,697 (10,162,010) among Compustat firms, whereas it is 194,011324
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Table 1
Differences in financial outcomes between PRC/HHS and Compustat samples

PRC sample HHS sample All compustat
Mean S.D. Mean S.D. Mean S.D.

Records breached, ’000 s 160 1337 208 884 – –
Cash, ’000,000 s 5307 13665 2044 3262 555 4710
Employees, ’000 s 87 179 72 97 10 42
Capital, ’000,000 s 17416 42649 10218 34401 3192 16216
R&D, ’000,000 s 1350 2548 478 1226 140 711
Revenue, ’000,000 s 33454 51767 35693 46506 3565 16070
Observations 723 119 82759

Notes. – Sources: Compustat (2005–2016), Privacy Rights Clearinghouse (2005–2016), and Department
of Health and Human Services (2010–2016). The table reports the average and standard deviation of
breaches, cash-on-hand, employees, capital, research and development, and revenue across the three major
samples: PRC, HHS, and Compustat (inclusive of companies that were matched).

Fig. 3. Distribution of breaches, (non) Compustat and Private Rights Clearinghouse Firms. Sources: Pri-
vacy Rights Clearinghouse, 2005–2016. The figure plots the logged number of records breached (in thou-
sands) between firms that are covered by Compustat (i.e., publicly traded firms) and firms that are not
covered in Compustat (i.e., private organizations in PRC). The distributions are partitioned into six cate-
gories: a pooled sample and separate groups by major sector. The figure documents big differences in the
mean and standard deviation of breaches within firms covered by Compustat, relative to those only in the
PRC data.
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Fig. 4. Distribution of breaches between PRC and HHS samples. Sources: Privacy Rights Clearinghouse
Database (2005–2016) and Department of Health and Human Services (2010–2016). The figure plots the
logged number of breaches in both the PRC and HHS datasets.

(2,301,437) among PRC-only organizations. These orders of magnitude differences325

again reflect the fact that publicly traded companies tend to experience cyber secu-326

rity attacks of a greater scale, relative to their private counterparts, except for in the327

“other business” sector. Companies in the finance/insurance and retail/merchant sec-328

tors are also the biggest targets by far, although the sample of medical companies in329

the data is limited.330

We finally turn towards a more detailed look at the differences in financial out-331

comes between the companies covered in the Compustat dataset overall and our spe-332

cific PRC and HHS datasets. We document these differences in Table 1. The sample333

of PRC and HHS publicly traded firms that we are able to match with Compustat334

are much larger than the average size of firms covered by Compustat, but are not in335

either the PRC or HHS data. For example, publicly traded firms in the PRC sample336

have roughly 87,000 employees, whereas those in the HHS sample have over 72,000,337

but the remaining firms in Compustat only have 10,000. We see similar differences338

across other financial performance measures. For example, capital stock, research339

and development expenditures, and revenue are all orders of magnitude larger in the340

linked PRC/HHS-Compustat sample versus those that remain in Compustat.341

Aside from making our sample more transparent for the results that follow, we342

view this as an important exercise because the PRC and HHS datasets are typically343

used as the “go-to” samples for cyber security work simply due to data availability.344

However, if the goal is to understand how data breaches affect major firms in the345

U.S. economy, then these basic descriptive results suggest that the PRC and HHS346

are not necessarily reliable samples. One reason we might be especially interested347

in the performance of these large firms is because of network externalities [3]. If,348

for example, a major bank is breached and credit card numbers are released, this349
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Fig. 5. Records breached (in 10,000s) and distribution of breaches, 2005–2015. Sources: Privacy Rights
Clearinghouse Database Community, and Department of Health and Human Services. The figure plots the
mean annual number of breaches in tens of thousands restricted to the set of publicly traded companies in
the corresponding databases.

can have profound effects on consumer confidence and spending in the aggregate350

economy, thereby impacting economic growth.351

3.3. Descriptive statistics352

Having compared companies in the entire Compustat dataset with those observed353

in ours, we now provide several descriptive facts about our data. Figure 4 plots the354

distribution of these breaches between the two datasets. Because healthcare compa-355

nies are only required to report breaches that involve a certain number of patients,356

the distribution for the HHS dataset is truncated. However, the PRC still produces357

a larger average number of records affected per breach per firm (1,442,697 versus358

801,525). The distribution of records breached in the PRC adheres slightly more to359

a normal distribution (Shapiro-Wilk test for rejecting normality z-statistic = 2.82)360

than the HHS dataset (Shapiro-Wilk test for rejecting normality z-statistic = 6.174).361

We turn towards plotting the number of breaches (in ‘0,000s) from 2005–2016 in362

Fig. 5. One immediate observation is that the number of records breached in each363

of the databases is not smooth; there are large year-to-year swings that are based on,364

for example, one or just a few very large incidents. For example, Anthem Inc. had365

several large breaches in the sample: 1,023,209 records in 2010 and 839,711 records366

in 2014. Even though the year-to-year averages seem to represent relatively random367

fluctuations – partially because of sample selection issues, which we discuss later –368

the probability of facing a breach at a firm-level is likely endogenous.369

We now turn towards differences in the type and location of breaches. There are370

four general categories for breach type (hacking, improper disposal, loss/theft, and371
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Fig. 6. Cyber security breach types and location in healthcare companies. Sources: Department of Health
and Human Services. The figures plot the logged number of records breached by the type of data breach
(i.e., how it took place) and the location of the breach (i.e., on the electronic medium it took place on).

Fig. 7. Cyber security breach types across sectors. Sources: Privacy Rights Clearinghouse. The figure
plots the logged number of records breached by the type of breach.

miscellaneous) and there are four general categories of the location of a breach (desk-372

top, email, laptop, and network server). Figure 6 displays these distributions. Panel A373

shows that malicious hacking attempts are by far the most frequent form of data374

breaches with an average of 488,676 records affected per breach. While records are375

still breached through human error, e.g., improper disposal or loss, these statistics376

reflect the growing concern that hacking is becoming more common. These results377

from the HHS are also consistent with those from the PRC in Fig. 7, which again378

overwhelmingly shows that hacking attempts are the most common cause of data379

breaches. Panel B shows that breaches are most common via the network. These380
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breaches affect an average of 512,581 records per incident with the next closest381

among desktops with 44,649 records breached. The fact that networks are the most382

common port of entry for hackers might reflect that it is easier to go unnoticed in a383

larger network, rather than through a particular computer.384

4. Data breaches and firm outcomes385

4.1. Conceptual framework386

Information security arguably falls within a broader umbrella of organizational387

practices, which have an already well-known association with productivity at the388

firm-level [8,9,41]. We now develop a formal framework for understanding the po-389

tential importance of information security within a firm by specifying a stylized390

model of production at the firm-level. Suppose that firms have a production func-391

tion that relates various inputs, such as capital and labor, with output392

Yit = AitS
αS

it K
αK+σSit
it Lα

L−σSit
it (1)

where Y denotes output of firm i in year t, A denotes technology-neutral produc-393

tivity, S denotes information security, K denotes physical capital, and L denotes394

labor services. Motivated by prior applications in the literature [8,9], this production395

function provides a tractable framework for testing whether information security and396

capital are relative complements, i.e. σ > 0.11
397

Our inclusion of information security in the production function captures the in-398

creasingly important role of maintaining safe and secure data in organizations.12
399

There are various reasons that information security might matter for an organization.400

For example, information security might matter for maintaining an organizational401

brand and trust with consumers. In these cases, information security is closely re-402

lated with prior contributions that have modeled intangible and/or organizational403

capital [42–44]. Similarly, information security might matter for an organization’s404

internal data infrastructure. In these cases, information security plays a role of coor-405

dination, especially among disparate business units [45]. However, we do not need406

to take an explicit stance on the mechanism.407

11We assume the usual regularity assumptions on the production function – that the factor shares are
bounded by zero and one.

12For instance, the Bureau of Labor Statistics (BLS) forecasts that employment in cyber security will
grow 18% from 2014 to 2024, which is much more rapid than the average. Starting salaries are roughly
$91,000 and many expect them to continue rising (https://www.bls.gov/ooh/computer-and-information-
technology/information-security-analysts.htm). According to other estimates, job postings for information
security analysts have grown 74% between 2007 and 2013, which is twice the rate of other information
technology jobs *https://www.tripwire.com/state-of-security/off-topic/the-top-10-highest-paying-jobs-in-
information-security-part-1/). In this sense, companies are increasing their demand for information secu-
rity services and view them as an integral part of their production and services processes.

Anton Sobolev
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We normalize the production function to labor. Letting lower case letters denote408

the transformed log variables (e.g., x = lnX), Eq. (1) takes the following form409

(y − l)it = αK(k − l)it + (αK + αL + αS − 1)lit + σ(k − l)itsit +

αSsit + ai + ξjt + λt + εit (2)

whereAit = exp(ai+ξjt+λt+εit) provides a specific functional form for character-410

izing firm-level efficiency in terms of an idiosyncratic firm-specific component (ai),411

an industry trend (ξjt), and an aggregate trend (λ). If σ > 0, then we should also412

find complementarity between information security and capital through equations of413

the form414

(k − l)it = γsit + πXit + ai + ξjt + εit (3)

where X denotes a vector of controls. The first order-condition associate with a415

change in information security is given by ∂(k − l)/∂s = γ. Complementarity im-416

plies that an exogenous increase in s will produce a rise in the factor demand for417

capital. In this sense, information security matters relatively more when when in-418

formation technology is high, which is especially pertinent for the technology and419

software industry.420

Practically, while we do not observe the quality of information security, we do421

observe the number of data breaches, which is a proxy for the opposite of information422

security. We would, therefore, expect to see a negative association between breaches423

and various measures of firm outcomes, namely various measures of productivity.424

Unfortunately, the size of our sample limits the amount of heterogeneity we can425

allow for, but we would also expect to find that data breaches are more costly for426

firms in industries that have greater complementarity between information security427

and capital.428

4.2. Identification strategy429

We now consider variants of Eqs (2) and (3) through regressions of the form430

yit = βXit + γbit + φi + λt + εit (4)

where y denotes some firm outcome (e.g., logged revenues), X denotes a vec-431

tor of firm characteristics (e.g., employment), b denotes logged number of records432

breached, and φ and λ denote potential fixed effects on firm and year.13 We cluster433

13We also recognize our parametric assumption about the functional form between breaches and firm
outcomes. Given that the distribution of breaches is skewed, we also implemented (but do not report for
brevity) regressions that include higher-order terms and splines. Splines may be an effective strategy, but
they require sufficient numbers of observations within each partition of the distribution. Our use of the
term b is driven by the fact that we observe records breached, rather than information security s, in the
data.

Anton Sobolev

Anton Sobolev
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standard errors at the firm-level to allow for arbitrary degrees of autocorrelation in434

the error over time in the same company [46].435

Consistent identification of γ in Eq. (4) requires that unobserved shocks to firm436

outcomes are uncorrelated with changes in information security outcomes. There are437

at least two plausible violations. The first identification concern is a static selection438

problem that arises from the fact that more productive firms might also be larger tar-439

gets for malicious actors – that is, because there is more to steal or gain from these440

companies. It is also possible, however, that less productive firms are higher priority441

targets for malicious actors – that is, because they may be easier to breach. These two442

margins represent the marginal benefits and costs to malicious information activities,443

requiring empirical evidence to shed light on the theoretically ambiguous effect. The444

inclusion of firm fixed effects addresses this concern, but requires that we have suf-445

ficient within-firm variation – that is, that we see the same company being breached446

multiple times. Unfortunately, since companies do not always have an incentive to447

necessarily report breaches, we are concerned about a major selection problem.448

The second identification concern is a dynamic selection problem that arises from449

the fact that data breaches might respond to a rise in firm outcomes. That is, if a firm450

experiences a surge in sales or profitability, malicious actors may respond by increas-451

ing their attacks against the company. While in theory we can address both concerns452

by including firm fixed effects to remove time-invariant heterogeneity across compa-453

nies, in practice we found that fixed effects estimators failed due to a lack of varia-454

tion. We address this concern by controlling for relevant firm characteristics, such as455

employment or capital, that are likely to co-move with firm outcomes. To the extent456

information security incidents spike in response to firm outcomes, our identifying457

assumption is that they do so in a way that is captured by movements in employment458

or capital.459

While we are well aware of these potential identification problems, and thus cau-460

tion readers to interpret these as conditional correlations, we want to underscore that461

this is, to our knowledge, the first time that gradients between breaches and firm462

outcomes have been estimated for a comprehensive set of companies. In this sense,463

the fact that we point out major flaws with the publicly reported data breaches is464

a starting point for what we hope will be a more rigorous and comprehensive data465

gathering process in the future.466

4.3. Sample selection467

There are at least two reasons that our measure of breaches could contain sam-468

ple selection problems. The first is that many companies do not know that they are469

breached. Those that do often do not find out that they were breached until several470

months or years after. For example, Mandient, an incident response survey, reports471

Anton Sobolev

Anton Sobolev
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that it took companies roughly 205 days in 2014 to detect data breaches. We, there-472

fore, use annual (rather than quarterly) financial data.14
473

14http://ww2.cfo.com/cyber-security-technology/2015/02/fewer-companies-able-detect-cyber-
breach/.
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Table 2

Estimates of data breaches and firm outcomes

Dep. var. = ln (revenue per worker) ln (capital per worker) Total factor productivity

PRC PRC HHS HHS PRC PRC HHS HHS PRC PRC HHS HHS
ln (breaches) 0.02∗ 0.00 −0.05 0.05 −0.02∗ −0.00 −0.03 0.02 0.00 −0.00 −0.02∗∗∗ 0.04

[0.01] [0.00] [0.07] [0.03] [0.01] [0.00] [0.05] [0.01] [0.00] [0.00] [0.01] [0.03]
ln (employment) 0.12∗∗∗ −0.14 0.37∗∗∗ −0.33∗∗∗ 0.18∗∗∗ −0.10 0.30∗∗ −0.26∗∗∗ −0.01 −0.37∗∗∗ 0.01 −0.47∗∗∗

[0.04] [0.09] [0.13] [0.07] [0.06] [0.13] [0.11] [0.06] [0.01] [0.07] [0.01] [0.08]
R-squared 0.05 0.99 0.23 0.99 0.05 1.00 0.18 1.00 0.01 0.90 0.05 0.84
Sample size 546 546 83 83 465 465 83 83 465 465 83 83
Firm FE No Yes No Yes No Yes No Yes No Yes No Yes
Year FE No Yes No Yes No Yes No Yes No Yes No Yes

Notes. – Source: Privacy Rights Clearinghouse (PRC), Department of Health and Human Services (HHS), and Compustat. The table reports the coefficients
associated with regressions of logged revenues per employee, logged capital per employee, and total factor productivity on logged records breached under
different specifications of fixed effects and on different restrictions of the sample. TFP is computed by taking the residual from a regression of logged revenues
on logged employment, logged capital, and logged materials. Standard errors are clustered at the firm-level.

Table 3
Heterogeneity in cyber security outcomes by breach type

Dep. var. = ln (revenue per worker) ln (capital per worker) Total factor productivity
Hack Theft Loss Other Hack Theft Loss Other Hack Theft Loss Other

ln (breaches) 0.15∗∗∗ −0.62∗∗ −0.04 −0.25 −0.16∗∗ −0.14 0.02 −0.26∗∗ −0.02∗∗∗ −0.11∗ −0.01 −0.00
[0.02] [0.23] [0.06] [0.24] [0.05] [0.25] [0.08] [0.09] [0.01] [0.06] [0.01] [0.02]

ln (employment) 0.14 0.61∗ 0.40∗∗∗ 0.41 0.71∗∗∗ 0.20 0.26∗ 0.25∗ 0.05∗∗ 0.06 0.02 0.01
[0.17] [0.31] [0.13] [0.26] [0.21] [0.32] [0.13] [0.12] [0.02] [0.07] [0.02] [0.03]

R-squared 0.60 0.43 0.30 0.33 0.65 0.05 0.14 0.66 0.27 0.30 0.04 0.02
Sample size 9 18 50 14 9 18 50 14 9 18 50 14

Notes. – Source: Department of Health and Human Services (HHS), and Compustat. The table reports the coefficients associated with regressions of logged
revenues per employee, logged capital per employee, and total factor productivity on logged records breached under different specifications of fixed effects and
on different restrictions of the sample. TFP is computed by taking the residual from a regression of logged revenues on logged employment, logged capital, and
logged materials. Standard errors are clustered at the firm-level.
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The second is that companies do not have a strong incentive to report all of their474

incidents except in jurisdictions where such reporting is mandatory. Even if there475

was comprehensive legislation in place, as is seen in the case of the healthcare sector476

where there are some mandatory disclosure laws and associated regulations, compa-477

nies may still not report if the probability of getting caught and/or the fines associated478

with getting caught are sufficiently low.479

While the first form of sample selection will tend to attenuate the estimates due480

to the potentially weak mapping between the time a breach is discovered and the481

financial outcomes of the firm, the second sample selection problem behaves as non-482

classical measurement error and can create bias. Anecdotal evidence suggests that483

larger companies may tend to have a stronger incentive not to report the full scale484

of their breaches. Take, for instance, the data breach(es) on Yahoo. In late 2016, Ya-485

hoo announced two incidents involving the compromise of data for over 500 million486

and one billion Yahoo accounts respectively. These breaches were alleged to have487

occurred in 2013. Subsequent to their initial announcement of 500 million accounts,488

Yahoo’s stock price fell by 4.4% in just a few months, totaling $1.7 billion in market489

value.15 Verizon, which was in the process of acquiring Yahoo, also reduced their490

offer from $4.83 billion to $4.48 billion, or 7.25%. Later in 2017 it was announced491

that the incident previously claimed to have affected 1 billion account had in fact af-492

fected 3 billion accounts. If larger companies have a stronger incentive not to report,493

then we will underestimate the effect of data breaches on firm outcomes. Moreover,494

if it takes time to detect, assess and report incidents – and these details can change495

over time – then estimates on the effect of the incidents will be underestimated or496

overestimated accordingly.497

5. Results498

5.1. Cross-sectional and panel estimates499

We begin by detailing our main estimates of Eq. (4) in Table 2. We focus first on500

the estimates obtained from our PRC sample of firms. In the cross-section, control-501

ling for logged employment, we find that a 10% rise in breaches is associated with a502

0.2% rise in revenue per worker, a 0.2% decline in capital per worker, and a null asso-503

ciation with total factor productivity. Once we add firm and year fixed effects, these504

correlations vanish even further to null and statistically insignificant associations in505

every case.506

We now turn towards our estimates obtained from our HHS sample of firms. In the507

cross-section, we find that a 10% rise of breaches is associated with a 0.5% decline508

in revenue per worker, 0.3% decline in capital per worker, and a 0.2% decline in TFP.509

15http://fortune.com/2016/12/15/yahoo-shares-hack/.
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While the first two correlations are not statistically significant at conventional levels,510

the TFP estimate is significant at a 1% level. However, once we add firm and year511

fixed effects, our estimates all become statistically insignificant.512

Panel estimators are well-known to introduce bias when there is serially un-513

correlated noise measurement error – that is, the signal is highly correlated over514

time [47,48]. Our interpretation of the data is that a firm’s incentive to report a515

breach is effectively serially uncorrelated noise. That is, sometimes a particularly516

large breach is publicly reported, other times it is not, but in both cases the noise517

is correlated with underlying firm fundamentals. If the incentive to misreport were518

simply time-invariant, then fixed effects would help. However, even in such cases,519

there is simply too small of a sample to do serious inference with fixed effects.520

We, therefore, turn towards the HHS data, which appears more reliable (given it is521

based on state-level mandatory incident reporting) despite its smaller size. We specif-522

ically look for evidence of heterogeneity in the treatment effect of breaches using523

only the cross-section when partitioning by the type of breach. Table 3 documents524

these results. We find that a 10% rise in records breached is spuriously associated525

with a 1.5% rise in revenue per worker for hacks, but a 1.6% decline in capital per526

worker and 0.2% decline in TFP. We underscore, however, that our sample consists527

of nine observations and is, therefore, not a credible estimate. When we restrict the528

sample to breaches due to theft and losses, we find that increases in breaches are529

generally associated with declines in revenue per worker and TFP, most notably a530

plausible 1.1% decline in TFP associated with a 10% rise in records breached.531

5.2. Discussion of the limitations532

The data on which we have based our analysis is constrained in two ways. The533

first major constraint is the completeness of publicly available cyber security inci-534

dent databases, broadly speaking, and data breach incident databases, more narrowly.535

Neither PRC nor HHS contain the full universe – or anywhere near it – of incidents.536

In fact, it is likely that the public data represents only a very small fraction of overall537

incidents [6]. To the extent that the missing observations and incomplete nature of538

the data is random, it will only produce larger standard errors. Normally, such mea-539

surement error is innocuous, but since our sample is so small it is likely to induce540

bias.541

However, what concerns us even further is the fact that the companies that do not542

report, or those who do report simply a subset of the actual breaches that occurred,543

may do so systematically in ways that are correlated with unobserved heterogene-544

ity. Our results from the the HHS sample are marginally more reliable and likely545

driven by the fact that companies are required to report certain types of incidents546

under section 13402 (e) (4) of the HITECH Act. With the European Union’s General547

Data Protection Regulation and Directive coming into effect in 2018, which include548

mandatory data breach notification rules, we hope this will provide a future data549

source with incidents across many industries.550



Galley Proof 12/06/2018; 15:25 File: jem–1-jem450.tex; BOKCTP/xhs p. 22

22 C.A. Makridis and B. Dean / Measuring the economic effects of data breaches on firm outcomes

In both cases, however, we tested our concerns for sample selection more formally551

by replacing instances when a given company is not observed in the PRC or HHS552

dataset with a value of zero for records breached. If, for example, both databases are553

the entire universe of breaches, it is safe to infer that there are zero breaches when a554

company is not observed in them. However, when implementing this diagnostic, we555

recovered estimates that were even more noisy and centered at zero with p-values556

above 0.90. Based on the evidence we have examined so far, our conclusion is that557

these datasets are inadequate measures of the universe of data breaches even for558

publicly traded companies.559

We also are required to assume that records are additively separable. Our hetero-560

geneity analysis indicates that there are substantial differences in the correlations561

between breaches and firm outcomes based on the nature of the breach, meaning562

that our assumption of homogeneous effects merely through the inclusion of logged563

records breached generates a form of heterogeneous treatment effects. A related issue564

arises from the fact that not all information lost is equally harmful. If, for example,565

emails from a CEO are released, that could affect firm outcomes much more than a566

rank-and-file worker’s information might simply because the former is much more567

visible to shareholders and the public. We are aware of these problems, but simply568

due to sample size constraints are unable to resolve them.569

The second major constraint is that our estimates are based solely on the set of pub-570

licly traded firms. However, large publicly traded companies often comprise many571

establishments, which increases the noise-to-signal ratio in causal inference since a572

cyber security incident, including data breaches, might occur only at a single estab-573

lishment, leaving the bulk of the firm unscathed. To the extent that data breaches574

affect the local establishment more than the overall firm, then focusing only on the575

large companies could add measurement error. Future analysis can match based on576

establishments using Dun and Bradstreet data, but our results more generally point577

towards the conclusion that neither the PRC or HHS publicly reported datasets are578

even useful for causal inference.16
579

As a final note, we also used data from the Veris Community Database, which580

contains an additional set of cyber security incidents (including a sub-set of data581

breaches). However, the data were less comparable to those in the PRC and HHS582

and did not add any predictive power in our regressions. To keep our analysis as583

transparent and simple as possible, we use the PRC to obtain a broad cross-section584

of companies and the HHS to narrow in on an industry that is most at risk by data585

breaches specifically.586

16A separate concern is that the cyber security incidents tend to reflect multiple sources of security
failures. For example, an attack may involve not only lost records, but also fraud and a shock to the
networks that bring company operations to a halt. While the solution is to simply condition on these
different measures – that is, the continuous measure of records lost and the discrete measures of the type
of attack – there is simply not enough within-firm variation in the available data to separately identify the
coefficients, let alone on any single coefficient.
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6. Conclusion587

Despite the increasing concerns and perceived damages associated with emerg-588

ing cyber security incidents, there is no causal evidence on their potential long-run589

economic effects. The only available studies that speculate over the costs use either:590

(i) self-reported cost data where companies are asked about how much they think591

attacks cost them, or (ii) aggregate data where engineering cost estimates are applied592

to large swaths of the population. We address this empirical gap by producing the593

first panel dataset containing both financial and data breach incidents at a firm-level594

using data from the Privacy Rights Clearinghouse (PRC) and Department of Health595

and Human Services (HHS) from 2005 to 2016. The dataset enables us to provide,596

to our knowledge, the first descriptive evidence to date on the operational and finan-597

cial health (e.g., cash flow and assets) of companies joint with their histories of data598

breaches.599

The first part of our paper began by documenting several descriptive statistics600

about breaches – the types of breaches, their location, and incidence in publicly601

traded companies. The majority of breaches tend to take place either directly through602

an individual’s desktop computer or through email, which is consistent with the anec-603

dotal evidence about employee inattentiveness to phishing scams and other behaviors604

(e.g. picking up and using USB thumb drives infected with malware). We also ex-605

amined the differences between the set of publicly traded companies with reported606

breaches and the entire universe of publicly traded companies. We find that the com-607

panies contained in our sample are roughly 10 times larger – as measured by em-608

ployees or assets – than the average company in Compustat, suggesting that only the609

most visible of publicly traded companies get their breach covered and reported.610

The second part of our paper examined the association between breaches and firm611

outcomes. Using cross-sectional variation, our results suggest that a 10% rise in612

records breached is associated with a 0.2% decline in firm productivity. We find mas-613

sive heterogeneity in the treatment effects when we partition by the type of breach,614

but are unable to determine whether the dispersion is spurious due to small sample615

sizes, particularly in the HHS data. For example, we also found that a 10% rise in616

records breached is associated with a 1.1% decline in firm productivity for the set of617

breaches due to theft. In either case, our cross-sectional estimates are non-trivial in618

light of other treatments that influence firm productivity [32].619

Despite suggestive evidence on the negative association between breaches and620

firm outcomes, our data is plagued by serious sample selection problems. In partic-621

ular, our results are based only off of the instances when the company is observed622

reporting a breach. Periods when the company does not have a reported breach does623

not necessarily indicate that the company indeed had zero breaches; rather, it in-624

dicates that the company simply was not caught on public record with the breach.625

When we instead set records breached to zero in years that the company did ap-626

pear as having any publicly reported breaches, we find that there is no association627

between breaches and firm outcomes, indicating that there is a selection problem.628
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Our results point towards an acute need for developing more comprehensive data on629

cyber security incident outcomes at the firm-level.630

Decision-makers in firms and policy makers in governments require evidence in631

order to make well-informed decisions regarding information security investments.632

However, the requisite evidence is not available for econometric analysis given the633

data deficiencies identified in this paper. Mandatory breach notification rules, such634

as those coming into effect in the EU in 2018, might provide future data sources635

that remedy these deficiencies. Until that point, data deficiencies will persist and, in636

turn, effective investment decision-making for information security will continue to637

be hampered.638
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